<)
CHAPTERS

D E S C‘ R T E S P> Denied Party Screening Benchmark

Executive Summary

2019 Denied Party Screening
Benchmark Survey in the Supply Chain

About Survey

About Screening Solutions

Gain insights into how industry leaders are using screening solutions

to keep them compliant with strict regulatory requirements, Best Practices
while making significant productivity gains, now and

into the future.

Key Takeaways
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Executive Summary

Businesses are aware that there are a multitude of denied and restricted party watchlists
maintained by governments and world bodies that name people, organizations, and nations
with whom we cannot do business. But the task of screening against them all, plus managing
the screening results in a timely and accurate manner in order to stay on the right side of the law
can be daunting. This is especially the case when viewed in the human resources and budgetary
commitment perspectives, both of which can affect the bottom-line, if not controlled properly.

The compliance task, however, might not be
as onerous as it initially seems. Using software
solutions, companies — large and small,
and across industries — are not only able to
mitigate the risk of penalties, but also make
productivity gains at the same time.

DESCARTES

The benchmark
survey investigates
how industry leaders
are able to cost-
effectively comply
with denied party
screening rules,
and keep their supply
chains moving and
their markets healthy.
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Who We Surveyed

We surveyed export compliance professionals from more than 200 companies.

<)
CHAPTERS

Denied Party Screening Benchmark

Executive Summary

_ Aerospace and defence (23%) Many have a long history of screening for denied parties: |
- Technology (14%)
o ee— o
. NGOs and Non-Profits (23%) . A > About Survey
range o General Manufacturing (9%) y
[ ] ] l
industries - Automotive (9%) . 5-10 years
were —
- Wholesale/Distribution (9%) . 10+ years About Screening Solutions
represented - . .
Consumer & Commercial Electronics (5%) ‘J  started |
ust starte
- Other (9%)
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo BeSt PraCticeS
|
_ Export Compliance (27%)
_ Legal/General Counsel/GRC (20%) Key Takeaways
. (0)
A diverse . Customer Service (13%) > 40% sell dual use goods (products and |
range of - Purchasing (13%) technologies that can be used
rofessional — . ”
P I R | Logistics/Shipping/Warehouse (7%) for civilian and military purposes) Descartes Visual Compliance
rores Wirec;, - ~EEOIMEMElATEES (/5 > 70% cited the Middle East as the region |
represente
P - Engineering (7%) : :
which gives them the most concern
- Other (7%) About Descartes

DESCARTES



https://www.descartes.com/
https://www.linkedin.com/company/descartes-systems-group
https://twitter.com/descartessg
https://www.facebook.com/DescartesSystemsGroup
https://www.descartes.com/solutions/customs-regulatory-compliance/global-trade-content

Screening with or without a solution?

Respondents were asked ...

» SCREENING?

Examining how respondents were screening
without a solution

Before they turned to a software solution, most
of our respondents were not screening, manually
searching through government websites, or were
not sure of their process.

@ Ve were not screening
. We were manually searching government lists
‘ We were using a different solution provider
. We relied on a third party, such as our

freight forwarder

I'm not sure

DESCARTES

» WHY A SCREENING SOLUTION WAS NEEDED

Examining why respondents needed a screening solution

The overwhelming majority began looking for a software solution because they wanted a more
robust way to minimize the risk of penalties and loss of reputation.

E. @ 9D

Minimize Minimize risk Wanted to Free up Wanted to
reputational of a fine or screen earlier resources/time screen against

risk to the other penalty in the sales from searching additional
organization process government sites watch lists
Seeing more We expanded Wanted an Recently Other

and more export the business easy-to- underwent a

violations in and needed to administer government

the media screen additional audit trail audit

jurisdictions
(e.g., sanctions
and embargoes)

Note: respondents could choose more than one response
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Advantages of using a Screening Solution

Respondents were asked ...

» BENEFITS OF A SCREENING SOLUTION

Examining how respondents benefited from using a screening solution
The majority stated that having a screening solution in place reduced the risk of penalties, allowed
them to attain compliance quickly, and gave them peace of mind.

A number stated that their solutions actually freed up resources that were once committed to
manual compliance programs.

Help reduce Allowed us Solution’s Easy to Freed up Provides Solutions Customer Automated/
the risk to quickly be compre- access resources comprehen- search service integrated
of fines compliant hensive sive record- tuning and represen- solutions

and other with export watch keeping other search tatives are have further
penalties compliance list and in the options has helpful and helped
regulations regulatory event of a helped cut attentive to reduce the
content government down the our needs risk to our
gives us audit number and concerns organization
peace of of false
mind positives

Note: respondents could choose more than one response
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One customer
stated that they

saved 500 people
hours per year,

while another
was able to

reallocate 12 full
time employees

to other tasks.
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Our survey also uncovered best practices that industry leaders were using to help ensure they
were mitigating the risk of penalties and making productivity gains at the same time. These
best practices are highlighted in the following pages. |

Executive Summary

About Survey

About Screening Solutions
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PRODUCTIVITY |
G AI N S About Descartes
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RISK OF
PENALTIES
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For compliance programs to work effectively, there should be top management level support
and buy-in, to stress and reinforce the importance of the compliance process throughout an
organization. Some companies designate a corporate champion — whether an individual or a
team — to help ensure that compliance is maintained as a priority management item.

As an organization,
we understand the
importance of screening
and export compliance in
general

8%

Senior management
has mandated we do it,
but otherwise not much

support

We have an established
export compliance
program in place, and it
has been communicated
throughout the
organization

8%

Only our compliance/legal
department is concerned
about screening

Note: respondents could choose more than one response
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Outside of certain
departments, there is not
much awareness of denied

party screening and the
role it plays in export
compliance

8%

Little to no support
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There is general awareness that an organization should screen all parties with whom they are
interacting. While the majority focus their screening on sales-related parties, a significant cross
section do screen other parties, including contractors, new hires, and visitors. '

Executive Summary

About Survey

_ New clients/customers (73%)] B@C&US@ den/ed partles |

_ SRR can eXlSt domesuca//.y/ About Screening Solutions
_ New suppliers (41%)] °
s — as well as abroad, |

- Visitors (18%)] Screening everyone P> Best Practices

| — orner: G670) further reduces the '

_ Contractors (36%)] ,

- Mergers and acquisitions (14%)| Chances Of lnadvertent Key Takeaways

compliance violations.

Descartes Visual Compliance

About Descartes

Note: respondents could choose more than one response
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Almost all respondents were aware that individuals and entities were added (or removed) from ,

denied party watchlists on a daily basis. Given that business relationships can span long periods Executive Summary
of time, and that someone who might be alright to do business with today but not tomorrow, |

there is little surprise that an overwhelming majority do screen on an ongoing basis. With an

automated rescreening solution, the process becomes far more straightforward. This helps give

businesses peace of mind, allowing them to focus on their core business. About Survey
|

@ Daily Rescreening About Screening Solutions

@ CQuarterly Rescreening |
@ early Rescreening

@ \onthly Rescreening
@ \Veekly Rescreening

No Response (not sure)

P> Best Practices

Key Takeaways

92% aware that watchlist changes occur daily

: Descartes Visual Compliance
50%+ have sales cycle longer than six months P

|
50%+ screen at multiple points in the sales cycle

(from initial meeting to date of shipment)

About Descartes

DESCARTES



https://www.linkedin.com/company/descartes-systems-group
https://twitter.com/descartessg
https://www.facebook.com/DescartesSystemsGroup
https://www.descartes.com/solutions/customs-regulatory-compliance/global-trade-content
https://www.descartes.com/

4 )
Best Practice #4 Set Up a Screening Worktlow CHAPTERS

Denied Party Screening Benchmark

Organizations set up a screening workflow to review potential positive matches, escalate selected
cases to higher authority for further vetting, and electronically store decisions with rationale.
Such a workflow systematizes the compliance process to increase accuracy and timeliness.

Executive Summary

Escalations is a crucial part of the process, with the majority completing the vetting via a About Survey

dedicated individual or team.

-~
Dedicated compliance person/department ! l

Legal team/legal counsel

50 A

About Screening Solutions

Upper management P> Best Practices

d am responsible for vetting

and make the decisions myself

A Other
A

Key Takeaways

No answer (not sure)

64 % has 3 Descartes Visual Compliance
clearly-defined
escalation process

About Descartes
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Best Practice #5 Automate the Screening Process

A majority of respondents were aware of the benefits of integrating (automating) the denied
party screening process with their business systems, including freeing up time and resources.

Apartfromscreening, respondents alsosaid there would be benefitstointegrating other compliance
processes, including audit and recordkeeping, export classification and export documentation.

Among the common business systems used by respondents were SAP, Oracle, Microsoft
Dynamics, Salesforce, NetSuite, among others.

Misconceptions About Integration

e |nsufficient internal resources to deal with a complex implementation project

e Too expensive to implement or use moving forward
e Takes too long to implement/get up-and-running
e Difficult to learn

e Difficult to maintain

With cloud-based solutions, integration is typically accomplished within days or weeks and minimal client IT resources are required.

DESCARTES
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While every organization is unique, and has its own processes and requirements, below are a ExecUtive S
number of distinct takeaways and recommendations based on the responses of the participants: Xecutive summary
e The key driver to implement a screening solution was to reduce risk—whether of damage to

he organization’s reputation, or of fines and other penalties.
the organizat P ' P About Survey

e Most organizations had an awareness of their compliance obligations, and understand the
importance of maintaining compliance.

e Almost all respondents were aware of the need to re-screen, due to frequent changes made

to government maintained watch lists. About Screening Solutions

e Most organizations are aware they need to screen everyone, although their focus was on new
clients.

e The majority of organizations have a defined match vetting process, usually involving a Best Practices

dedicated compliance team or their legal department.

e While most respondents were aware of the benefits of automating screening, many cited
common misconceptions as to why they have not yet integrated screening into their existing
business systems.

P> Key Takeaways

e The majority stated that having a screening solution reduced the risk of penalties and allowed

them to attain effective compliance quickly. Descartes Visual Compliance

e Asignificant number said that their screening solution freed up resources, with one saying that
they saved 500 people hours per year and another was able to reassign 12 full time
employees to other tasks.

About Descartes
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How Visual Compliance can help organizations meet their denied party screening objectives Denied Party Screening Benchmark

Executive Summary

Descartes Visual Compliance™ has a full suite of cloud-based restricted and denied party screening
solutions to help navigate the ever-changing, complex world of trade compliance. Offering
advanced screening solutions that are used by companies globally to comply with international
trade regulations, our solutions significantly reduce the risk of negative impacts to reputation and
the bottom line.

About Survey

Our Restricted Party Screening solutions are affordable and modular—from ad hoc, online
solutions, to screening solutions that automate the process by integrating into any number of
business systems. Regardless of which solutions best meet an organization’s needs, they’ll have
the ability to get up-and-running quickly, and add supplementary solutions should requirements
change in future.

About Screening Solutions
Best Practices

Key Takeaways
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Visual Compliance
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About Descartes

Descartes (Nasdaq:DSGX) (TSX:DSG) is the global leader in
providing on-demand, software-as-a-service solutions focused on
improving the productivity, performance and security of logistics-
intensive businesses.

Customers use our modular, software-as-a-service solutions to
route, schedule, track and measure delivery resources; plan, allocate
and execute shipments; rate, audit and pay transportation invoices;
access global trade data; file customs and security documents
for imports and exports; and complete numerous other logistics
processes by participating in the world’s largest, collaborative
multimodal logistics community.

Our headquarters are in Waterloo, Ontario, Canada and we have
offices and partners around the world.

Learn more at www.descartes.com, and connect with us on
Linkedln and Twitter.

DESCARTES
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The Descartes Systems Group Inc.
www.descartes.com | info@descartes.com

To find your local office, go to www.descartes.com

Uniting the People & Technology
That Move the World
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Network. Applications. Content. Community.

©2019, The Descartes Systems Group Inc. All rights reserved.
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